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MedITEX instructions for clinical IT administrators:

Server Installation Manual for MedITEX IVF

First it is necessary to check if the Firebird ODBC driver and Firebird server are installed on the server.
If so, we suggest uninstalling the existing Firebird components and replacing them with the ones
supplied by us.

The installation steps for a complete MedITEX IVF server installation:

After you insert the MedITEX IVF setup CD into CD/DVD drive the installation program should start
automatically. If the installation does not start, open the contents of the CD and double-click on
“MedITEX IVF.exe”.

To start the server installation please select “Server Installation” option in the installation dialog 4
and press the button “Next”.

T MedITEX IVF - Installkware Wizard S MedITEX IVF - Installiware Wizard f

Welcome to the InstallAware Wizard for License Agreement M‘d; TE‘A,
MedITEX IVF Ploase carelidly road the followars) kerse agreement TasminrLANLS
The Iratalfware Wizard vl ol MadITEX IVF on your N USER LICDNSE AGREEMENT e

compater Software License Ageernenk foe MadITEX IVF and MedITEX Schedider

IMPORTANT - PUEASE READ CAALFULLY: BY INSTALLING THE SOFTWARE (AS DOFINED
EELOW), COPYING THE SOFTWARE ANDJOR SELECTING THE T AGREE™ OPTION BELOW, YOU
(EITHER ON BEHALF OF YOURSELF AS AN INDIVIDUAL Oft ON EEMALF OF AN ENTITY ASITS
AUTHORIZED REPRESENTATIVE) AGRLE 10 ALL OF THE TERMS OF TriS END USER LICINSE
AGREEMENT (AGREEMENT') REGARDING YOUR USE OF THE SOFTWARE. IF YOU DO NOT
AGREE WITH ALL OF THE TERMS OF THES AGREEMENT, PLEASE CANCEL THIS INSTALLATION
MedITEX IVF AND RETURN THE SOFTWARE PROMPTLY.
WAENING: This program is protected by copyright law and
rrernationsl tresties. 1. GRANT OF LICENSE: Subject to the terms below, CRITEX GabH hereby grants you & non-
exchusive, non-transferable koeras to irstal and to review, demonsty ste and evaluste MadiTEX
IVF arud MadITEX Scheduder (Softwar o). The Software may have lmited foatires

v

il the terms of the iorse S0rosment
To continus, chick Neat, [ E acceck the of the kcevso agresment | |

2 L(M.lhad)ltcandJ

© MedITEX IVF - Instalthware Wizard

S ModITEX IVF - InstallAware Wizard K

- s S|
Important Information ITEA

Flease carefully read the following program nformstion. te -.-.-..:... Please choose an installation type:

Posstie lstalatione outions

<
Secver Iratalation: (@) Barver Iratalstion

Installs Frebird Database Sarver Yersion 2.1 und MadITEX IVF,

O Chent Irstalstion
Chark st allaton: O

MedITEX IVF

Instals Frebird Chent Version 2.1 and & shortouk to MedITEX IVF

3 < Back net> B [ cae | 4 <eos J{ het> ] [ conce
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In the following step you have to define the installation path for MedITEX IVF.

@ MedITEX IVF - InstallAware Wizard

Destination Folder e e w S|
Select folder where setup will install files. Mz Mqill'l A NKAI

Install MedITEX IVF to:

[ | [ Change... ]
Destination Folder
Required Disk Space: 84,493 KB
Remaining Disk Space: 14,180 MB

[ < Back ][ Next = ] [ Cancel ]

We strongly recommend to install the software in the suggested path “<drivename>:\Critex”. In
this way the software installation and future maintenance will be standardized and simplified.

We also recommend not to change the suggested paths during the installation process and accept
the offered ones. In this way the software installation and future maintenance will be standardized
and simplified.

Installation of Firebird Server Components

After you have accepted the license terms, please confirm the offered path for the firebird

installation.
5 Setup - Firebird
Select Destination Location =

Whete shoud Frebrd be instaled? (&7

}’I Setup will nstall Frebird into the following folder.

To cortnue, cick Nest. If pou would ke to select a diferent folder, ciick Browsa.

A2 least 1.5 MB of free disk space is requred

[ <Back | Net> JJ[ concel |
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The configuration of the Classic Server should be set up as in the picture below:

i Setup - Firebird

Select Components = S
Which components thould be nstallad? w

Select the components pou want to install clea the componants you do not want to
nstall Cick Next when you are ready to continue.

v
[V] Server componerts 6.7 MB
(®) Classic Setver binaty 25MB
O Supar Serves binary 27MB
Developer and admin tools components

82MB

Curtent ssdachon requires at least 20,2 MB of disk spaca

< Back Neot > | Carcel l

In the next step please select the option ,Don’t create a Start Menu folder” and click ,,Next”.

& Setup - Firehird El i h__(l
Select Stat Menu Foldes s
‘Whete shoukd Setup place the program's shordcuts? w

Setup will cieste the prograe’s shodlcuts in the folovang Slam Menu folder.

To contines, chek Meat I pou would Boe bo selsct & difenent foldes, chck: Biowse.

[] et cpmmt & Shast Mo fokdar

i < Back | Nesd » Cancel

In the next window please set the option ,,Copy Firebird client library to <system> directory” and
click ,Next”:
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fe! Setup - Firebird

Select Additional T asks :
Which addtional tatks shoud be perfomed? e

w&ﬂmmimﬂhsmhwmﬂﬂﬂfmi“ﬁ
Lo

Fiun Fueksrd senoer a5
(Z) Flun & an Appheation?

(%) Fun &z a Servica?

[#] Stat Fieabird ausomatically evertime you boot up?

[] "Use SuperCiassic?”
Copy Fiebind chent Ruary to <system> deecion? |
Genetate chend brany at G052 DLL for legacy app. suppod 7

Finally click on ,,Install”:

fie! Setup - Firebird

Ready to Install .
Sebup i row ieady b begn mslallng Fusbrd on pour compuler w

Clck Instal o continue with the instalation, o clck Back f you wank o review of
change any settings.
| Destination kocation: |
C:\Programme’Fuskerd'\Frebid_2 5
Sebup type: )

Cuishom inaallation

Selecied companents:
Senved components
Classic 5 erver banaiy
Dreveloper and aderin ool components
Chend compormnts

Aukditional tagks:

| <Back [ sl | | Concal

In the last step please empty the check box ,After installation - What Next? “ and finish the
installation by clicking on button ,Finish”.
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i Setup - Firebird

Completing the Firebird Setup
Wizard

Sedup has freshed nslaling Frebed on your computer

: Chek Fnish ba eat Setup
-
. '| [#] Stast Firebird Service raow?

ID Adted nstalation - What Newd? I

| <Back N Fiwsn |

MedITEX IVF Components will be automatically installed. After the installation is successfully
completed the following message will appear:

Information

s MedITEX IVF Server has been successfully instaled.
A / Please share MedITEX IVF folder for network use!

Cancel

As it is shown, in the next step it is necessary to share the MedITEX IVF folder with all users. Users
need all rights (read, write and execute) on this folder.

After clicking on the ,,0K“ button the following dialog box will appear:
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@ MedITEX IVF - InstallAware Wizard

Completing the InstallAware Wizard for
MedITEX IVF

You have successfully completed the Instaldware Wizard for
MedITEX IVF,

MedITEX IVF

[ Run MedITEX IVF now |

To dlose this wizard, dick Firesh,

s _|

Please empty the check box ,,Run MedITEX IVF now” and click on ,Finish”.

Folder which needs to be shared is the internal “MedITEX IVF” folder. If the software was installed in
“C:\Critex” it is necessary to share the folder “C:\Critex\MedITEX IVF”.

In the following pictures it is shown which folder configurations must be shared, when the previous
structure was selected:

Local Disk (C:)

flo Edk Vew Favorkes Tooks b >

Q- 0 T Pswa [ rises [G3-

System Tasks

| } Doouments and Settngs
- L
D Hide the cordents of the
arive
$5 Add o remove programs | } WINDOWS
»° Soarch for Hes or folders e

Program folder for MedI TEX
IVF, DB and BackUp (do not
share)

File and Folder Tasks

) Mo o new folder
&) Pubieh the foider to the
wab

Bad Share thes folde

Other Places

o My Compnten
) My Documants

) Shared Documents
\3 My Nostwaork Places

The MedITEX IVF folder must be shared under the name ,, MedITEX IVF“,
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filk Edt View Favortes  Tooks Help ‘ '
esack 4 \_} ,_’.7 /:-j Search {L; Foldets -

Address

MedITEX IVF Properties

File and Folder Tasks

=] Rename this fokder | General | Shaiig | Custorize.

{3y Move this fokder Local sharing and secuiity
) Gopy this folder To share this folder with other users of this computer
only, drag & to the Shared Documents falder,

&) Publsh this folder to the
Web

To make the folder and s subloders plivate cothal

bt Share this folder caly you have access, select the fellowing check box
£3) E-mail this foider's fles

% Delete this folder

Shared folder

Make this fokder pervate

MNeatwork shaiing and security
o Tochaie thiz folder with both netwark usars and other
wiens of this computer, select the first check box balow
and type a share name:

Share this folder on the nelwork

Other Places

oo Local Disk {C:)

() My Documents Share name: | MedITEX IVF
‘-;3 Shared Dacuments [V] Allow netwark usais to change my files
% My Computer Leatn moee abaut shaiing and securly, |

N My Natwork Places

Windows Firewall vak be corfigured to allovs this folder to be
shaied vath other computers on the netwark

Yiew your Windoyss Firewall sallings

ok J[ Cencel |[ Apsy |

Now the folder sharing is completed.
In the next step of the installation process Inbound and Outbound Rules (for Firebird and DICOM) need
to be configured.

Setting up the firewall
In order to do this, open “Control Panel -> Windows Firewall -> Advanced settings”. Click on “Inbound
Rules” and then on “New Rule...”

File Action View Help

o« 2@ = HED

g Oan ath Ao

Name

K3 Outbound Rules —
3% Connection Security Rules @ uTorment (TCP-In) || &8 NewRule...
b1 Monitoring | @ Torrent (UOP-In) =|| ¥ Filter by Profile 3

L N T -

Select “Port” and click “Next”:
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Rule Type
Select the type of firewall rule to create.

Steps:
» Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action ) Program
@ Profile Rule that controls connections for a program.
@ Name @ Port
Rule that controls connections for a TCP or UDP port.
() Predefined:

i BranchCache - Content Retrieval (Uses HTTF) v
Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Leam more about rule types

<ok [ Net> ][ Cancel

Choose “TCP” and “Specific local ports”, set the port to 108 (for DICOM) and 3050 (for Firebird) and
click on “Next”. If the port 3050 (for Firebird) is already taken, you can change it to any other value but
in this case you also need to modify:
1) Recdate.INI file (<drivename>:\CRITEX\MedITEX IVF)
Add a “/” and the number of the port you want to assign to Firebird have to be added after
existing server name.
For example port 3055:

\server = SoMepd  fserver = SOMED4/5055

2) Firebird.conf file (C:\Program Files (x86)\Firebird\Firebird_2_5)
Look for the entry “RemoteServicePort”. The default port is written there (3050). If you want to
user Firebird on another Port change the number there and remove the hash at the begin of the

line

sRemoteServicePort = 3050 RemoteServiceFort = 3055
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Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ) uDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

) All local ports
@ Specific local ports: 3050
Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back [ Net> |[ cancel |

Specify the name (i.e. Firebird_Inbound, DICOM_Inbound ...) and click “Finish”.

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports

@ Action

@ Profile Name:
Firebird_Inbound

@ Name
Desqiptioq ﬂqpﬁogal):

<Back |[ Finsh ][ Cancel

To configure Outbound Rules, the same steps should be done:
- open “Control Panel -> Windows Firewall -> Advanced settings”
- click on “Outbound Rules” and then on “New Rule...”
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File Action View Help

= BE

?Aﬂ'}u:da}uewau with Advanc [l T Actions
| Nom » | Inbound Rules -
Qutbound Rules [0S Grot # | |liabound fules -
Connection Security Rules || @ uTorrent (TCP-In) ‘ &3 NewRule..
%= Monitoring _ 2 uTorrent (UDP-In) ||| ¥ Filter by Profile »

on “Finish”.

Select “Port” and click on “Next”
Choose “TCP” and “Specific local ports”, set the port number and click on “Next”
Specify the name (i.e. Firebird_Outbound, DICOM_Outbound ...), optional description and click

Now set up the Inbound and Outbound Rules for the fb_inet_server.exe.

The procedure is similar to the Port-Rules.

Click again on “Inbound Rules” and then on “New Rule...”

K3 Outbound Rules

\
3% Connection Security Rules ‘ @ uTorment (TCP-In)

» B Monitoring

iyl

| &3 NewRule...

J o pTorrent (UDP-In)

| S mvmnne s

m

“mmai -

Select “Program” and click “Next”:

|| 7 Filter by Profile

& New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

Rule Type
Program
Action
Profile

« & & & &

Name

What type of rule would you like to create?

@ Program

Rule that controls connections for a program.

Port
Rule that controls connections for a TCP or UDP port.

() Predefined:
BranchCache - Content Retrieval {Uses HTTP)
Rule that controls connections for a Windows experience.
() Custom
Custom rule.

Leam more about nule types

< Back MNex =
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Look for the exe “C:\Program Files (x86)\Firebird\Firebird_2_5\bin\fb_inet_server.exe”
and click “Next”

g New Inbound Rule Wizard (==sal

Program

Specify the full program path and executable name of the program that this nule matches.

Steps:

s Rule Type Does this rule apply to all programs or a specific program?

» Program
@ Action ) All programs
o Profile Rule applies to all connections on the computer that match other rule properties.
@ Name

@ This program path:

“ProgramFiles * (<86)\Firebird \Firebird_2_5\bin\fb_inet_server exe
Example: c:\path'\program .exe
“%ProgramFiles % \browser‘browser exe

Leam more about specifying programs

<Back |[ MNed> |[ Cancel

Select “Allow the connection” and click “Next”
& New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
& Rule Type What action should be taken when a connection matches the specified conditions?
@ Program i
) @ Allow the connection
@ Adtion This includes connections that are protected with |Psec as well as those are not.
@ Profile )
N ! Allow the connection if it is secure
: ame Thig includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
"' Block the connection
Leam more about actions
<Back || Net> |[ Cancel
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Select Domain, Private and Public and click “Next”
ﬂ Mew Inbound Rule Wizard @

Profile
Specify the profiles for which this rule appliss.

Steps:

# Fule Type When does this rule apply?

o Program

¥ Action Domain

. Profile Applies when a computer is connected to its corporate domain.
9 Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || Ned> |[ Cancdl

Specify the name (i.e. Meditex_fb_inet_Inbound) and click “Finish”.

9 Mew Inbound Rule Wizard IEI
Name

Specify the name and description of this rule.

Steps:
» Rule Type
» Program
o Action
) Profile Name:
Meditex_fb_inet_Inbound
» Name
Description {optional):
<Back || Finsh || Cancel
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Repeat the steps for the Inbound Rule to make a new Qutbound Rule for the fb_inet_server.exe

g Windows Firewal with Advanced Securit -

File Action View Help
<@ =8
@ o Frcwst i s [ -

| Name Grot # || Inbound Rules =
Qutbound Rules | bt
Connection Security Rules || @ uTorrent (TCP-In) &3 NewRule...

B Monitoring @ uTorrent (UDP-In) || W Filter by Profile »

@ nernisimmuin

m

Make sure you have done the step “Setting up the firewall” for Firebird and DICOM (if you use it).

In case you use Antivirus firewall, you should configure Inbound/Outbound Rules in the same way.

At the end, in order to prevent having problems related to MedITEX speed or loss of database
connection configure your Antivirus software as it is explained in How to configure Antivirus

SOl tware.
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